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Abstract

The ability to provide reliable in-network storage while
balancing the energy consumption of individual sensors is
a primary concern when deploying a sensor network. The
main concern with data-centric storage in sensor networks
is the ability to provide reliable and load balanced stor-
age. Energy and wireless range constraints make central-
ized approaches for storage impractical, and in-network
data-centric solutions can be used to reduce the number
of messages sent over the network. However, these solu-
tions quickly become expensive when combined with fault-
tolerance, load balancing and routing. In this paper, we
present a novel data-centric storage and query routing
mechanism for sensor networks. The routing mechanism
is constructed upon the neighborhood information of indi-
vidual sensors and is completely independent of geograph-
ical information. Our data resilient algorithm is capable of
recovering from multiple simultaneous failures in the net-
work while adaptively adjusting the load distribution of the
newly generated sensor data. Comprehensive experiments
on both real-world and synthetic data sets indicate that our
approach is more effective and efficient than the previously
proposed solutions.

1 Introduction

Recent developments in sensor technologies have made
it possible to store large amounts of data within individ-
ual sensors [11]. This ability to delay the transmission of
data can provide benefits for both accuracy and energy effi-
ciency. For example, we can store sensor readings at indi-
vidual sensors and selectively transmit only the fraction of
the data that is of interest to the user. To store data and effi-
ciently answer queries in a sensor network, there are several
distinct limitations that must be addressed. Among these
limitations, energy is usually the primary concern when de-
ploying the sensor network as the sensor devices are either

powered via a limited power source (such as batteries), or
renewable sources (such as solar energy) that allow contin-
ual use of energy but at a limited rate of consumption [21].

A possible way to solve this energy limitation problem
is reducing the network traffic. Many sensor network al-
gorithms have focused on techniques for minimizing the
number of messages sent over the network via, lossy (ap-
proximation) or other routing focused solutions. Another
possible solution is the distributed storage scheme which
reduces the number of messages sent over the network by
storing messages with little impact at individual sensors for
later analysis. These stored readings can be later analyzed
to determine if the readings merit transmission to the query
sensor or should be disregarded. Distributed systems such
as Peer-to-Peer [16, 22, 25] have offered data-centric stor-
age solutions but cannot be directly applied to sensor net-
works because of the large network traffic associated with
the data routing in the overlay network. On the other hand,
recent data-centric storage algorithms in sensor networks
usually require geographical location, which is not always
available (e.g. if the sensors are not equipped with GPS
locator, or if the sensoring area is covered by some large
obstacles which stops GPS system from receiving signals
from the satellites). We propose to construct a hierarchical
topology in the sensor network based only on the neighbor-
hood information at individual sensors for efficient query
routing and traffic reduction.

In addition to reducing network transmissions we are
also concerned with the reliability of the data stored within
the sensors. We address this by implementing a reliable data
storage architecture where one or more sensors can become
inaccessible while still upholding the data integrity of the
network. The ability to efficiently balance queries in such
a way that a single sensor does not become a bottleneck
or overloaded is pivotal in ensuring the maximum network
lifetime and quick query response. We do this by employ-
ing a unique load balancing algorithm in such a way that
the data at high-traffic sensors is offloaded to two or more



sensors to help distribute the load among other less busy
Sensors.

In combination of efficient routing, reliable storage, and
query load balancing, we propose a distributed storage sys-
tem for storing data in a distributed manor across all sensors
in a sensor network. Our paper makes the following contri-
butions:

e We present a hierarchical storage system where all sen-
sors cooperate in storing data into a single database.

e We propose a resilient data transmission mechanism to
work against link failures during the routing.

e We present a data reliability algorithm for recovering
data from sensor failures with a self-mending mecha-
nism.

e We propose an efficient load balancing algorithm to
equalize the amount of data stored in individual sen-
sors in such a way that energy expended at individual
sensors is balanced.

The rest of this paper is organized as follows: In sec-
tion 2 we present the related work. In section 3 we present
the problem formulation, in section 4 and 5 we present our
Interval Tree algorithm for indexing both one-dimensional
and multidimensional sensor data in the sensor networks, in
section 6 we provide our experimental results and we con-
clude the paper in section 7.

2 Related Work

Our paper is closely related to several problems in the
area of distributed systems in sensor networks namely: In-
Network storage systems, Reliable storage systems and
Query load balancing.

In recent years a large number of approaches have been
presented targeting the problem of storing data generated
inside a sensor network. There are three major strategies
to solve the data storage problem in sensor networks: cen-
tral storage, local storage and data-centric storage. The first
approach is to send the data readings in the sensors to a
centralized server or base station where it is stored and pro-
cessed during the query evaluation [3, 9, 24, 19, 13]. This
strategy is suitable for streaming data applications or in sce-
narios where most of the data generated by the sensors will
be used by the query processor. However it is proven to be
too costly in communication overhead when the user is only
interested in a small fraction of the sensor data. On the other
extreme, the data can be stored locally in the sensor from
which the data was obtained without any data transmission.
Whenever a query is issued by some user, the query has to
be flooded to every sensor in the network and each sensor
transmits back the qualified local results for the query. This

is also an expensive approach when a small fraction of the
sensors have qualified data for the query.

The third approach, data-centric storage, organizes the
sensor data into the network with a mapping function. The
data-centric approach utilizes a mapping function which
maps every data object generated in the network to a sen-
sor called owner based on some attributes in the data ob-
ject [20, 15, 8, 2]. The owner is responsible for the storage
of the data object and processes locally queries referenc-
ing this object. When a user wishes to query the network,
he can send the query only to the owner node responsible
for the data relevant to the query through some efficient ge-
ographic routing mechanism (such as [18], [17]) without
flooding the query in the network. The different data-centric
systems presented in the literature differ mainly in the map-
ping function used which could be a hash function [20, 15]
or a tree like structure [8, 2]. A common feature for most
of them is that they all require knowledge of the geographic
location of the sensors which is not always possible (e.g.
if the sensors are not equipped with GPS locator, or if the
sensors area is covered by some large obstacles which stops
GPS system from receiving signals from the satellites).

To the best of our knowledge, GEM [12] is the only
data-centric routing and storage system without geograph-
ical information of the sensors. In GEM, a labeled graph
is computed and embedded into the original network topol-
ogy. The labels assigned to the sensors allow messages to
be efficiently routed through the network, while each node
only needs to know the labels of its neighbors. GEM uti-
lizes only the leaf nodes to index and store the sensor data,
which wastes the storage capacity of the internal nodes in
the graph. In addition, GEM does not provide any recov-
ery mechanism for data loss due to node failures and the
data size maintained at different sensors cannot be balanced
dynamically according to the distribution of the sensor data.

Surprisingly limited research has been done in the area of
reliable data storage for sensor networks. In order to make
the DCS systems reliable, several works (like [20, 15]) send
a special refresh message from the owner node in the net-
work to all nodes which have generated objects stored at
the owner. A GPSR [7] routing protocol is then utilized to
return these refresh messages to the owner node with a net-
work perimeter attached. If it is discovered that there is a
new node closer to this location than the original owner then
the new node will become the owner of the object and will
start transmitting refresh messages. This process, however,
does not protect the network against data loss due to node
failures as the data kept at the failure node will be lost. In
[1] the authors propose a Resilient DCS system to achieve
scalability and resilience by replicating objects in strategic
locations in the network. The idea is to store the object at
R different replica nodes generated by a hash function. The
replica nodes keep exchanging information in order to get a



consistent overview of the object generated in the network.
This approach, though effective against failures, requires a
global view of the network topology along with the position
of each sensor, and thus is too expensive or impractical for
many sensor network applications.

Existing sensor network storage systems like Cougar
[3] or ThinyDB [10] are oriented toward query processing
within the limits of the sensor network where the results
of the query are delivered to a user workstation outside of
the network. The prevailing approach for load-balancing in
a sensor environment is through creation of balanced trees
which cover the nodes inside the sensor network [5] [4].
However, the construction of the balanced tree is central-
ized which means that the trees have to be constructed in a
base station and remain static during the network life time.
Kakiuchi [6] proposed an algorithm to modulate the routing
tree when it is discovered that the load of some sensor is ex-
ceeding a predefined threshold. However any adjustment in
the tree introduces the changes of the whole network topol-
ogy which creates large amounts of network traffic.

3 Problem Formulation

Let S denote a sensor network of n sensors measuring
some environmental quantities (e.g. temperature, pressure,
lighting, movement, etc) of some area GG. Each sensor gen-
erates a record r every € seconds. In order to efficiently
answer queries on the sensor data, we segment the data do-
main D (e.g. 0F — 150F for temperature) into several non-
overlapping intervals (e.g. 0OF — 10F, 10F — 20F, ...), and
assign different intervals to different sensors. When a new
data record 7 is generated at some sensor .5;, it will find
the interval I that 7 belongs to, and then be transmitted to
the sensor S; that is in charge of the interval I. Similarly,
when a query is initiated at some sensor Sy, the query mes-
sage will be routed to the sensors that maintain the qualified
data for the query and the query results will be transmitted
back to the query sensor. Our problem can be formulated as
follows,

Given a sensor network of m sensors where each sen-
sor S; has a neighbor list indicating the set of sensors that
S; can communicate directly. The goal is to segment the
domain D of the sensor data into several non-overlapping
intervals and assign different intervals to different sensors,
such that we can efficiently answer the Equality Queries and
Range Queries from any sensor in the network.

Definition 1. Equality Query: a one dimensional query
Q (v, a) in which the field value v of the record r is equiva-
lent to value a.

For example the query Q(temperature, 100F) can be
used to find the data records with the temperature as 100F'.

Definition 2. Range Query: a one dimensional query

Q (v, b, ub) in which the field value v of the record r is be-
tween the lower bound [b and upper bound ub. The Equality
Query is a special case of the Range Query Q(t, b, ub) in
which (b = ub.

For example the query Q(temperature, 80F,90F) can
be used to find the data records with the temperature be-
tween 80F and 90F".

Definition 3. Multi-dimensional Range Query: a multi-
dimensional query Q(v1, va, ..., Un, V1o, Viub, Vaib, Voub,
.. Vb, Vaup) in which the attributes vy, va, ..., vy, are in the
multi-dimensional query range ([Viip, Vius), [Vaib, Voubls -
Vaiv, Vaus]) (e, Vi < vj < Vi for 1 < j < n).

Evaluating the above queries efficiently requires a reli-
able storage and load balancing data-centric storage algo-
rithm, which can be segmented into 4 sub-problems as fol-
lows,

e [nterval Distribution: How to assign different intervals
to different sensors for query routing?

e Resilient Routing: How to set up a backup routing if
some communication link fails?

e Reliable Storage: How to provide and distribute some
redundancy for the sensor data so that we can recover
the lost data stored at the failure sensor effectively?

e Load Balancing: How to change the interval lengths
at different sensors adaptively in such a way that the
sizes of the data stored at different sensors are similar?

4 Indexing the Sensor Data

In this section, we present the Interval Tree algorithm,
a reliable and load balancing data-centric storage algorithm
for sensor networks. More specifically, we show how our al-
gorithm deal with the problems related to data-centric stor-
age in sensor networks, namely Interval Distribution, Re-
silient Routing, Reliable Storage and Load Balancing.

4.1 Tree Construction

We use a tree-like structure, Interval Tree, as the net-
work topology for both data storage and in-network routing
in sensor networks. Similar to TAG [9] or COUGAR [23],
the algorithm constructs a routing tree that covers all the
sensors in the network. It starts out by assigning a random
sensor in the network as the Root and then the Root broad-
casts the tree construction message to its neighbors asking
more sensors to organize into the routing tree. The tree con-
struction message includes the node id of the sender, and the
level of the sender (i.e. the distance from the sender to the
Root). Any sensor without an assigned level, once receiv-
ing a tree construction message from a sensor S of level [,



a) Topology view

Node ID | Local Interval | Children Interval
A [5.6] A [0,3]; B[3,5]
B [2,3] D[0,1]; E[1,2]
C [4,5] F [3,4]
D [0,1] NULL
E [1,2] NULL
F [3.4] NULL

b) Node view

Figure 1. The Interval Tree

confirms S as its parent, assigns itself as level [ + 1 and
then broadcasts the tree construction message to its neigh-
bors. The tree construction message is flooded into the net-
work until all the sensors in the network have been assigned
a level and a parent. With the level and parent-children in-
formation for each sensor node, a routing tree topology is
constructed for the sensor network. It is easy to see that in
a dense sensor network, given the communication range of
sensors (r) and the longest distance between sensors (D),
the height L of the tree can be bounded by L < D/r.

After the tree construction, a counting process is per-
formed to guide the distribution of data intervals to all the
sensors in the network. Starting from the leaf nodes (hav-
ing no children nodes) to the Root, each node computes
the size of the sub-tree rooted from it (self-count) and the
size of the sub-tree rooted from each of its direct children
(child-count). Take Figure 1 as an example, sensor A has
two direct children B, C' which have 2 and 1 direct children
separately (which are at the bottom level of the tree). After
the counting process, sensor A knows that there are 6 nodes
total in the subtree rooted from A (i.e. self-count(A) = 6).
In addition, A also knows that there are 3 nodes in the sub-
tree rooted from B (child-count(B) = self-count(B) = 3),
and 2 nodes in the sub-tree rooted from C' (child-count(C)
= self-count(C') = 2). This counting information is used to
distribute the data intervals to different sensors as we will
describe in the next subsection.

4.2 Interval Distribution

Given the domain of the data records D = [LB, UB]
(e.g. OF - 150F for temperature records) and n sensors in
the network, we evenly segment D into n non-overlapping
intervals I; = [LB+YB=LE x j [, B4 WB-LB) (51 1)]
(0 <5 £n—1). Starting from the Root, each node locally
indexes the last one of the given intervals (Local Interval)
and assigns the other intervals to its children proportionally
to the child-counts at different children (Children Interval).
We keep assigning intervals level-by-level from the Root
towards the leaf nodes of the tree until all the sensors have

been assigned their corresponding intervals. Let us consider
the example shown in Figure 1 again, we want to assign 6
intervals (i.e. [0,1], [1,2], [2,3], [3.4], [4,5], [5,6]) to sen-
sors. Starting from the root, which is given the data domain
[0,6] of 6 intervals, A assigns the last interval to itself [5,6]
and assigns the first 3 intervals ([0,3]) to its left child B
(as child-count(B) = 3) and the rest 2 intervals ([3,5]) to its
right child C' (as child-count(C) = 2). Then node B and
C perform the similar interval assignments as A and finally
the indexing intervals are assigned to all the sensors in the
network.

4.3 Routing in the Interval Tree

After the interval distribution to all the sensors, we can
start anywhere in the network and route to the query interval
by traversing the tree. Starting from the query node, the idea
is to forward the query upward the tree until finding an over-
lapping between the query interval and the children interval
of some node, and then forward the query to the overlapped
child downward the tree until we reach the sensor that in-
dexes the interval. For instance, if node D wants to query
interval [3,4] which is maintained at node F'. First D sends
the query to its parent B as D is the leaf node and the query
interval ([3,4]) does not overlap the interval maintained at
D ([0,1]). Then B forwards the query to its parent A, as
neither the Local Interval of B (i.e. [2,3]) nor any Children
Interval of B (i.e. [1,2]) overlaps the query interval. A for-
wards the query to C' as the Children Interval C' (i.e. [3,5])
overlaps the query interval and then C' forwards the query
to F' which can reply the query with the query results.

Lemmal: The communication distance to find an inter-
val in the Interval Tree is at most 2L, where L is the height
of the tree.

4.4 Resilient Data Transmission

In this section, we present our mechanism to deal with
link failures between sensors in the network. Recall that
in the tree construction phase (Section 4.1), each node has



a) Backup Links

b) Neighbors within range R

d(4) ® d(B) ® d(D) ® d(E) ® d(C) ® d(F)

‘X{(C) ® d(F)

d(B) ® d(D) ® d(E)

Figure 2. The Backup Links in the Interval Tree

several children and a parent in the tree as its neighbors.
In reality, the node may have much more direct neighbors.
This is because the edges in the Interval Tree may not be
able to represent all the neighbor sensors that can commu-
nicate with each other directly. Take Figure 2 (a) as an ex-
ample, node B and C and node D and E can reach each
other in one hop as their distances are within the commu-
nication range R of the sensor. Figure 2 (b) shows that if
a sensor (say O) has more than 6 direct children (as node
1,2,3,4,5, 6 in the figure, whose distance to O is less than
R), there must exist a pair of children that can communi-
cate with each other directly. In a dense sensor networks,
we believe there are many such direct links that connect
two nearby sensors but have not been represented in the In-
terval Tree. We call these direct links as backup links and
take advantage of them to address link failures during rout-
ing. When some node or some communication link fails in
the network (e.g. node A fails in Figure 2 (a)), its children
detect the failure and utilize the backup links to route the
message to the other part of the network (e.g. If node B
wants to send a query to node F', it uses the backup link
B — C' toroute to F instead of routing to node A as node A
is unavailable). Therefore, we can guarantee the reachabil-
ity between two sensors within the sensor network if either
the original link or the backup links along the path between
these two sensors are functioning, which greatly improve
the Resiliency of the data transmission.

4.5 Reliable Data Storage

We propose two reliable data sharing solutions, the
XOR_ BACKUP and IDA_BACKUP algorithms, to
provide reliable storage of the sensor data in sensor net-
works. XOR_BACKUP utilizes a cheap and efficient
logical XOR (i.e. exclusive or) operation to meet the crit-
ically limited computational capacity of sensor devices.'
The idea is to perform a bitwise XOR operation in the In-
terval Tree from bottom to top and level-by-level. For each
node in the Interval Tree, it XORs bit-by-bit all the backup

IXOR is a logical bit operation on two one-bit operands that results in
1 if and only if exactly one of the operands has a value of 1.

Figure 3. XOR_.BACKUP in the Interval Tree

data sent from its direct children along with the local inter-
val data it keeps, stores the result locally as backup infor-
mation and sends the result to its parent. Take Figure 3 as
an example, node D, E, F' send their data to their respective
parents as they are the leaf nodes of the Interval Tree. Node
B, when receiving the data from node D and F, XORs the
received data (d(D),d(E)) and its own data d(B). The re-
sult of XOR computation is then stored locally at node B
and sends to B’s parent A. The Root A, which receives data
from B and C, compute the XOR result of all the sensor
data in the network. As A is the Root, it randomly chooses
a direct child to store the backup information it keeps (i.e.
d(A) ® d(B) @ d(C) ® d(D) ® d(E) ® d(F)).

With the backup information constructed in the Inter-
val Tree, we can easily recover the missing data from node
failures. For example, if node D fails in Figure 3, we
can recover from the information at B and F (d(D) =
(d(B) ® d(D) ® d(F)) ® d(B) ® d(FE)). If an internal
node B fails, we can recover the information stored at B
by considering the information at node A, C, D and E
(ie. d(B) = (d(A) ® d(B) ® d(C) ® d(D) @ d(E) ®
d(F)) ® d(A) ® (d(C)®d(F)) ® d(D) ® d(E)).

After the recovery of the missing data, the neighbor node
of the failed sensor stores the recovered data and takes care
of the interval that used to be indexed by the failed node and
the XOR_BACKU P is then performed again for the new
topology to address possible failures in the future. For ex-
ample, in Figure 3, if node D fails, its data will be recovered
at its neighbor B and stored there. Node B will also index
the interval that used to be indexed by node D and node
B and A will re-compute the backup information since the
data stored at B has changed.

The advantage of the XOR_BACKU P algorithm is
that the computation of the backup information is very
cheap and fast (as we just need to perform bit xor opera-
tion bit-by-bit on the data received from different sensors).
XOR_BACKUP can also recover from multiple failures
if the failed nodes are far from each other (i.e. they are nei-
ther siblings nor parent and child). However, it cannot re-
cover current failures of “nearby” nodes (i.e. for any node
S; in the network, XOR_BACKUP cannot recover the



missing data if two of its direct children fail, or one child
and S; fail). This is because the XOR_BACKU P algo-
rithm segments the network into several groups with each
group having one parent and all its direct children (i.e. each
group is composed of “nearby” nodes) and the redundancy
that XOR_BAC KU P provides for each group is only ca-
pable of recovering from at most one failure in each group.

IDAI(A)

IDA2(A) IDA3(A) IDA4(A)

Figure 4. IDA_BACKUP in the Interval Tree

In applications where the failures occur frequently,
XOR_BACKUP cannot recover all the missing data due to
failures, we employ a more robust fault tolerance technique
- the Rabin’s Information Dispersal Algorithm (IDA) [14] to
provide more reliability for the sensor data. The IDA algo-
rithm is able to distribute a data of size L into N even-sized
distributed shares (of size L/M each), in such a way that
any subset of M of these IV shares can recover the original
data (we call this (M, N)-IDA code). The IDA code has
two advantages that make it suitable for reliable data storage
in sensor networks: (a) It is able to recover from multiple
failures (i.e. it can recover from up to N — M share failures,
as we can reconstruct the original data from any M shares.)
(b) The storage overhead is efficient compared with other
techniques. To recover data of size L from N — M failures,
we only need to distribute LN /M redundant information in
the system.

Now we present our I DA_BACKUP algorithm that
utilizes IDA code to provide more reliability for the data
storage in sensor networks. In the IDA_BACKU P algo-
rithm, each node S computes the IDA codes of the data it
keeps, and then distributes the IDA codes to its parent and
all its direct children. In the IDA computation, the param-
eter IV is chosen as the total number of the direct children
along with the parent of S, and M is chosenas M = N — f
where f is the maximum number of simultaneous failures
that I DA_BACKU P can recover. Take Figure 4 as an ex-
ample, node A has 3 children B, C, D and a parent P. In
order to provide more reliability for the data stored at A, we
compute and distribute N = 4 shares of the data at A (i.e.
IDA1(A), IDA2(A), IDA3(A) and IDA4(A)) to all its chil-
dren and its parent. Suppose we use (2,4)-IDA code, if node
A fails and any two of its children (say, B and D) also fail,
we can still recover the data at A by using the redundancy
data stored at the other two working nodes (say, C' and P).

4.6 Load Balancing

In Section 4.2, we segment the data domain into n equal-
sized intervals and assign each interval to an individual sen-
sor. In this case, all the sensors will share the sensor data
evenly if the generated sensor data distributes evenly over
the data domain. In real world applications, however, this
is not a reasonable assumption as the sensor data is depen-
dent on the environmental changes. As a result, some in-
tervals are more popular than others (i.e. they have more
data records) and the sensors keeping these “popular” inter-
vals require more storage overhead than other sensors, thus
introduces large variation on the energy expenses at differ-
ent sensors. Our objective is to segment the data domain
into several (varying-sized) intervals and assign these inter-
vals to sensors adaptively according to the data distribution
in the sensor network in such a way that different sensors
index and store sensor data of similar sizes.

In order to balance the data size kept at different sensors,
we firstly assume that the generated sensor data fall in all
the intervals with the same probability and then readjust the
interval length kept at different nodes in order to accom-
modate the biased distribution of the sensor data. Our load
balancing algorithm works by segmenting the “popular” in-
tervals (i.e. those intervals that include more sensor data
records than others) into several short intervals and merge
multiple “non-popular” intervals into one long interval. The
idea is to let the sensor communicate with its neighbors (i.e.
children or parent) the size of the data it indexes and stores
periodically (e.g. every day or every week), and if the differ-
ence between the data sizes of two nearby sensors (say, S1,
So) surpasses a threshold 7, we will bipartition the “popu-
lar” interval I; (which kept at S1) into two halves I; and
f{. The first half interval I] is still kept at sensor S; while
the other half f{ along with the data it indexes is pushed to
the “non-popular” sensor Sy and maintained there. Please
notice that this interval adjustment operation only requires
an update on the interval information of the parent and child
and doesn’t affect any other node of the network, which in-
troduces very small communication overhead.

S Indexing Multi-dimensional Data

In Section 4, the data generated at each sensor is a sin-
gle value and the query is a one dimensional interval. In
real world applications, the sensors may be able to moni-
tor multiple quantities of the environment at the same time
(e.g. GPS locators can record the latitude and longitude
of moving objects, environment sensors are able to mea-
sure the temperature, pressure and lighting for some area).
The queries on these sensor data are therefore a multi-
dimensional range query in a multi-dimensional data do-
main (D = D?). The problem here is to segment the multi-
dimensional data domain D into n sub-regions and assign



Node | Local idx | Tree idx | Child idx
A 1 1,2,3, | B:2,3,4
5 4,5,6 C:5,6
D:3
B 2 2,3,4 E: 4
C 5 5,6 F: 6
6 D 3 3 -
E 4 4 -
F 6 6 -

(a) Network View

(b) Data Space View

> -
(¢) Node View

Figure 5. The Multi-dimensional Interval Tree

these sub-regions into different sensors, in such a way that
we can answer multi-dimensional range queries effectively
and efficiently.

Similar to Section 4.2, we initially assign all the n sen-
sors n non-overlapping and even-sized sub-regions, and
then adjust the sub-regions kept at different sensors dynami-
cally in an online fashion according to the distribution of the
newly generated sensor data. The initial assignment starts
by segmenting the data domain D, into n non-overlapping
and even-sized sub-regions (e.g. In Figure 5, a two dimen-
sional X — Y data space is segmented into 6 even-sized
sub-regions with region number from 1 to 6). These sub-
regions are assigned node-by-node from the Root downside
towards the leaf nodes. Each node S, once receives the sub-
regions assigned from its parent, assigns these sub-regions
to its direct children proportionally to the cardinalities of the
sub-trees rooted from them. The information kept at each
node S in the Multi-dimensional Interval Tree is as follows:
(a) a Local Index, indicating the sub-region that node S
keeps; (b) a Tree Index, which keeps the sub-regions that the
sub-tree rooted from S will keep; (c) a Child Index, keeping
the Tree Indices for each direct children of S. Take Figure 5
as an example, initially Root A takes the whole data space
as Tree Index and keeps sub-region 1 as its Local Index and
assigns sub-region 2,3,4 to child B (as there are 3 nodes in
the sub-tree rooted from B) and 5,6 to child C respectively.
Node B and C, once receives the Tree Index (i.e. the Child
Index of A) assigned to them, take one sub-region as their
Local Index and then assign the others to their children ac-
cordingly. Once all the sub-regions have been assigned to
all the sensors, we can perform routing in the network (to
answer various queries for multi-dimensional data) in a sim-
ilar way as described in Section 4.3.

6 Experimental Evaluation

In this section, we present an extensive performance
evaluation of the Interval Tree algorithm and the GEM tech-
nique using real world data sets. Our goal is to demonstrate
that our Interval Tree algorithm is an effective and efficient
data-centric storage system for sensor networks and it is ca-
pable of recovering the missing data due to failures. We

have implemented a trace driven simulator in GNU C++
(version 3.4.5). The simulation was performed on a PC with
an Intel Pentium 4 (2.8 GHz) CPU and 1 GB of memory.

6.1 Data sets

We use two data sets for our experiments:

Intel: This real world data set is a trace of sensor read-
ings collected from 54 sensors deployed in the Intel Berke-
ley Research lab between February 28th and April 5th,
2004.2 The sensors collected timestamped humidity, tem-
perature, light and voltage values in 31 second intervals. We
construct the network topology according to the location of
the sensors and randomly choose a sensor as the root of the
Interval Tree.

Random: There are a total of 100 sensors distributed
evenly in a 100 x 100 grid. We adjust the network density
and topology by changing the communication range of a
sensor (i.e. the longest distance for two sensors to commu-
nicate directly). To simulate the real sensor measurements
at different spots, we generate both random and biased dis-
tribution of the data records at each sensor.

6.2 Comparison Systems

We evaluate the performance of our Interval Tree algo-
rithm and two other strategies for query processing in sensor
networks:

GEM: This is the graph embedded routing and data stor-
age mechanism proposed in [12]. The GEM algorithm con-
structs a labeled graph that is embedded into the network
topology in a distributed fashion. Compared with Interval
Tree, GEM only stores data at leaf nodes of the tree which
wastes storage capacity of the internal nodes. In addition,
GEM does not provide reliable data storage against failures
and dynamic load balancing on the sensor data.

Localized: This is a simple data storage scheme that
stores data where they are generated without indexing them.
It introduces no communication overhead for data storage

Zhttp://berkeley.intel-research.net/labdata/
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but requires accessing all the sensors in the network when
processing a query.

6.3 Overhead of data Indexing in the network

In data-centric storage systems, whenever a new data
record is generated at a sensor, it will be transferred some-
where in the network for efficient query processing. We
call the overhead due to this type of data transmission as
data indexing overhead. With the same network settings, we
compare the communication overhead of data indexing for
Interval Tree, GEM and the Localized approach where each
data record is kept locally at the sensor that generates it. We
vary the communication range of sensors (e.g. 8m ~ 20m
for Intel Data and 20m ~ 50m for Random Data) in order
to evaluate the data indexing overhead under various net-
work topologies. As shown in Figure 6 and 9, Interval Tree
always introduces less data indexing overhead than GEM.
This is because the Interval Tree uses the internal nodes in
addition to leaf nodes for data indexing and thus decreases
the average distance to index a data record. The Localized
approach always has no indexing overhead in terms of com-
munication as the data records are maintained locally at the
generation sensors without any transmission.

Communication Range(m)

Figure 10. Average Equality Query
overhead (Random data)
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Figure 11. Average Range Query
overhead (Random data)

6.4 Overhead of query processing in the network

Given the domain of the sensor data, we generate 10,000
random Equality Queries and Range Queries on the data
stored in the sensor network. Each query is issued from
a random sensor in the network and we measure the aver-
age communication overhead for each query. Figure 7, 8,
10 and 11 show that Range Queries usually require more
query overhead than Equality Queries as more queries re-
sults in Range Queries are transmitted to the query node.
The Localized approach requires more than an order of
magnitude additional query overhead than GEM and Inter-
val Tree. This is because Localized requires broadcasting
the query to all the sensors in order to answer a query while
the data-centric approaches only access the node indexing
and storing the query value. In addition to that, the Interval
Tree algorithm outperforms the GEM technique by having
less average communication overhead to process a query.
This is also due to the employment of the internal tree as
indexing node in the Interval Tree.

6.5 Failure Recovery

We evaluate and compare the performance of two data
recovery techniques: XOR_BACKUP and IDA_BACKUP.
As shown in Figure 12 and 15, with increasing failure rate
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of the sensor nodes, both techniques are able to recover less
data. IDA_BACKUP is able to recover more failure sensor
data than XOR_BACKUP. We also vary the parameter f for
IDA_BACKUP (recall that f = M — N, is the maximum
number of failures that can be recover within each group).
Figure 13, 14, 16 and 17 show that with larger value of
f, IDA_LBACKUP is able to recover more failures but in-
troduces more communication overhead (i.e. the average
number of hops to store the redundancy information).

6.6 Load balancing

In order to prolong the lifetime of the sensor networks,
we need to balance the size of the data kept at different sen-
sors so that the energy spent at different sensors will be sim-
ilar. In this experiment, we evaluate the performance of our
load balancing algorithm for the Interval Tree. As shown
in Figure 18 and 19, even without load balancing, Inter-
val Tree outperforms GEM in terms of load balancing (less
variance in the data size stored at each sensor), as GEM
does not use internal nodes to index data. With the load bal-
ancing mechanism, the Interval Tree is able to balance the
data size maintained at different sensors much better. Figure
18, 19 and 20 show that, with increasing update threshold,
the load balancing algorithm show less balancing power but
also introduces less overhead (in terms of communication).

IDA parameter f (N-M)

Figure 16. Varying the parameter

IDA parameter f (N-M)

Figure 17. Storage overhead of
XOR and IDA (Random Data)

This is because less and grosser balancing operations are
performed when the update threshold becomes larger.

7 Conclusions

In this paper we introduced and formalized the reliable
and load balancing data-centric storage problem for sensor
networks. We proposed a data-centric storage and query
routing algorithm, Interval Tree, that provides an efficient
and effective solution to this problem. The routing mecha-
nism in Interval Tree is constructed upon the neighborhood
information of each sensor and is completely independent
on any geographical information. The distribution of inter-
vals over sensors constructs a data-centric storage system in
the network which provides efficient routing and process-
ing of queries. In addition, Backup links and node backup
mechanisms guarantee the resilient transmission and reli-
able storage of the sensor data. Finally Interval Tree also
provides an adaptive load balancing mechanism that is able
to adjust the interval length indexed at different sensors ac-
cording to the distribution of the new generated sensor data.
For future work, we plan to explore a more efficient interval
distribution mechanism so that the routing distance between
the sensor node generating the data and the index node in-
dexing and storing the data is minimized.
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